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Changes 

1. This Change Transmittal issues the following administrative change to 
subchapter 12 FAM 530 at 12 FAM 534.1, subparagraph d(3): 

• 12 FAM 534.1, General Procedures: Employees must handle 
foreign government information (FGI) in the following manner: (3) 
Classify foreign government information that is "Restricted," 
"Designated," or "unclassified provided in confidence" as U.S. 
Confidential to protect it from unauthorized disclosure. When 
adequate to achieve the agreed-upon protection requirements of the 
providing government, this type of FGI may be handled under 
standards that are less restrictive than the safeguarding standards 
that ordinarily apply to U.S. Confidential information, provided that it 
is marked "Confidential/Modified Handling" or "C/MOD." (See 5 FAM 
482.6). Individuals being given access to the information must be 
notified of applicable handling instructions via briefing, written 
instructions, or the cover sheet. In accordance with 5 FAM 731, you 
may process information marked C/MOD on the Department's 
unclassified AIS and e-mail it to other state.gov addresses world-wide, 
if such transmission is authorized by the originating government or 
international organization of governments by prior agreement. When 
using the internet to transmit C/MOD material to U.S. Government 
agencies or other entities, you must encrypt the transmission when 
practical and available, and the receiving agency must have agreed to 
receive the material on its unclassified network. Direct questions 
related to the protection of C/MOD information to the 
DSInfoSECHelpdesk@state.gov mailbox on OpenNet. 

2. If this issuance changed less than half the words, we formatted the 
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changed text in dark magenta italic. If this issuance changed more than 
half the words, we did not use dark magenta italic. The CT line in each 
section shows when that section last changed. 

3. Officers are reminded that Department-issued materials not codified in 
the Foreign Affairs Manual or its supplemental Foreign Affairs Handbook 
series generally have no regulatory validity (see 2 FAM 1111.1). 

4. The office responsible for the material in this subchapter is DS/SI/IS. 
Please direct questions concerning content, substance, and interpretation 
to this office. Administrative questions on the Foreign Affairs Manual or 
Handbooks can be directed to A/GIS/DIR, Office of Directives 
Management. 

Filing Instructions (Paper Copies) 

1. Remove and discard old subchapter 12 FAM 530 (CT:DS-185; 01-31- 
2013) and insert new subchapter 12 FAM 530 (CT:DS-187; 02-26-2013). 

2. After inserting the material in the binder, insert this change transmittal 
letter immediately following the CT Checklist, then fill in the entry line for 
CT:DS-187 and initial. 

Distribution Notice 

1. The Foreign Affairs Manual and Handbooks (unclassified) official version 
can be found on the State Department's Intranet site. 

2. All posts and offices keeping paper versions of the Foreign Affairs Manual 
are responsible for maintaining the FAM on a current basis (see 2 FAM 
1116.5). 

3. Use KFAM and AINFTAGS on all communications on FAM/FAH issues. 



